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Curriculum and Certification Program 
offered by SAA:

▪ Foundational Courses—must pass 4

▪ Tactical and Strategic Courses—must pass 3

▪ Tools and Services Courses—must pass 1
▪ Transformational Courses—must pass 1

▪ Course examinations are 
administered online.
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Sibyl Schaefer is the Digital Preservation Analyst 
and Chronopolis Program Manager at UCSD. 
Schaefer was previously the Head of Digital 
Programs at the Rockefeller Archive Center. 

Schaefer has an MLIS with a specialization in Archival Studies
from UCLA. She is currently Chair of the ArchivesSpace
Technical Advisory Council and is a member of the Digital
Archives Specialist (DAS) Committee. She was previously
elected to co-chair for the ALA Digital Preservation Interest
Group and has provided consulting services on digital
preservation issues. 
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- Sound understanding of archival arrangement 
and description for analog materials

workshop assumptions
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- Sound understanding of archival arrangement 
and description for analog materials

- Will provide an high-level overview of how to 
think about processing digital records and 
manuscripts

workshop assumptions

5



- Sound understanding of archival arrangement 
and description for analog materials

- Will provide an high-level overview of how to 
think about processing digital records and 
manuscripts

- Will reference other DAS courses that will 
provide more in-depth information on selected 
topics

workshop assumptions
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• Basic principles hold true for all types of digital
records but tools used to manage them may 
vary. 

assumptions (cont.)
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• Basic principles hold true for all types of digital
records but tools used to manage them may 
vary. 

• Based on Module 2: Processing Digital Records 
and Manuscripts by J. Gordon Daines

assumptions (cont.)
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• Basic principles hold true for all types of digital
records but tools used to manage them may 
vary. 

• Based on Module 2: Processing Digital Records 
and Manuscripts by J. Gordon Daines

• The tools mentioned in this webinar are for
illustrative purposes and are not endorsed by 
SAA. 

assumptions (cont.)
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The arrangement, description, and housing 
of archival materials for storage and use by 
patrons

- SAA Glossary

processing = 
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Critical information needs to be captured 
and gathered prior to arrangement and 
description.

Processing digital records and 
manuscripts 
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- Accessioning records
- Gathering contextual information about the 

records
- Performing a conservation assessment
- Establishing an arrangement scheme
- Arranging the records physically, 

if necessary
- Describing the records 
- Creating access tools

What steps are involved in processing?
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OAIS: 
Open Archival Information System 

13



OAIS: 
Open Archival Information System 
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Processing 
starts with 
the SIP

The AIP is 
created and 
stored



OAIS: 
Open Archival Information System 
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Processing 
starts with 
the SIP

The AIP is 
created and 
stored

DIPs are 
provided 
for 
access



SIP: 
Submission Information Package
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Submission Information Package

Content Information Preservation 
Description Information 
(PDI)



SIP: 
Submission Information Package
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Submission Information Package
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Preservation 
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SIP: 
Submission Information Package
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Submission Information Package

Content Information

Data 
Object

Representation 
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Preservation 
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Reference

Context Fixity

Provenance

Access 
Rights



fixity

“The property of a digital file or object 
being fixed, or unchanged…. 
synonymous with bit-level integrity”

- NDSA, Checking Your Digital Content
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fixity

Helps ensure:
- you’ve received the files you expected
- the files have not been altered or 

corrupted
- authenticity has been maintained over 

time
- error correction: erroneous files can be 

detected and replaced 
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AIP: 
Archival Information Package
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- Collection development policy

- Preservation policy

- Donor agreements

- Transfer guidelines

- Access policies

related policies
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key point: 
Processing hybrid and digital-only 
collections begins with the decision to 
acquire records.
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- How were the materials created?
- Why were they created?
- How were they managed?
- What is their current context?

Useful source: AIMS White Paper, Appendix F Donor Survey
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gather data



• Taking physical and administrative control of the
materials 

• Performing a conservation 
assessment

• Using case files to manage
information about the accession

• Identifying the arrangement 
and description priority

accessioning

25



taking physical control of digital records

Key Point: Protect authenticity

Copying files can be risky:
- incomplete/incorrect transfers
- missing files
- changes in file system metadata
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DO NO 
HARM!



taking physical control of digital records

Key Point: Protect authenticity

Check fixity before and after transfer. 
- BagIt

Use tested means of transfers:
- forensic disk imaging
- write blockers
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taking physical control of digital records

Other transfer mechanisms:
- Web harvesting tools (Archive-it)
- Email (Offline IMAP)
- server to server (rsync)
- Cloud-based options

Watch out for viruses! 
28



Key Point: Conservation happens when 
materials are ingested

○ Virus scan
○ Checksum generation
○ Format identification and 

validation

performing a conservation assessment
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1. Appraisal review: set of files deemed to be a 
continuation of a series previously sent in analog form. 

2. Donor sent a directory printout capture of materials in 
their original environment. 

3. Worked with IT staff (in both institutions) to directly 
transfer the files (BagIt and rsync) to a standalone 
server.

accession workflow example: 
Asian Cultural Council Records (1)
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4. Ran a virus check, saved the report.

5. Verified the bag, reviewed contents, notified donor 
of success. 

6. Moved the materials to a backed-up server.

accession workflow example: 
Asian Cultural Council Records (2)
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7. Created an accession record in ArchivesSpace.

8. Created a transfer report.  

9. Donor signed off on materials transferred. 

10. Materials assigned processing priority.

accession workflow example: 
Asian Cultural Council Records (3)

32



Accessioning and Ingest of 
Electronic Records

Digital Forensics: Fundamentals

Digital Forensics: Advanced

related DAS courses
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A famous author wants to donate her papers to your 
archive. She has materials stored on a laptop, an external 
hard drive, and in her Gmail account. What’s the best way 
to transfer the materials?

a. Copy the files from her laptop and hard drive onto the 
archive’s hard drive. Download the Gmail data using 
Google utilities. 

b. Use an email tool like Offline IMAP for her Gmail and 
disk image the rest of the materials.

c. Set up a server that she can transfer the materials to, 
using command line utilities like rsync

pop quiz!
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questions?
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• Create processing plan

• Gather contextual information about the materials : 

creator, functions

• Examine the content – identify PII, other sensitive 

information

• Arrange the materials intellectually 

• Arrange the materials physically (if necessary)

sample arrangement and description 
workflow (1)
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• Describe the materials using EAD, Archivists’ Toolkit, 

Archon, ArchivesSpace, AtoM, or some other tool

• Extract technical metadata

• Create access copies

• Move materials into a preservation environment

sample arrangement and description 
workflow (2)
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create a processing plan
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39
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• Conduct background research on the person(s), 
family(ies), or organization(s) responsible for the creation 
of the records or manuscripts

• List events or activities reflected in the records or 
manuscripts

• Identify record-keeping practices revealed by the records 
or manuscripts

• Describe the functions and activities that led to the 
generation of the records or manuscripts

gather contextual information
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Key Point: 
Create a working copy of the 
digital records to use during 
collection analysis
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PII = Personal Identifiable Information 

Examples: 
○ social security numbers 
○ bank account information
○ IP addresses
○ medical information

identify PII and other restrictions
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• Determine whether or not the 
materials have an original 
order

• Identify the relationships 
between groups of materials 
within the collection

• Determine if physical 
arrangement is necessary

arrangement
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How does the packaging of the materials 
effect arrangement/description?

Example:
Title : The Adventurous Archivist
DVD: many digital files -> one movie

Series : Films
File(level) : The Adventurous Archivist

physical arrangement 
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Example:
Thumb drive: many digital files -> LetterA

MemoB
ReportX

Series : Correspondence 
Item : LetterA
Item : LetterB

Series : Memorandums
Item : MemoB

physical arrangement 
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Example:
Thumb drive - Misc. office files 2007
DVD - The Adventurous Archivist 
3.5 floppy - Book drafts

Series : Imaged disks
File (level) : Misc. office files 2007
File (level) : The Adventurous Archivist
File (level) : Book Drafts

physical arrangement 
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How does the packaging of the materials 
effect arrangement/description (if at all)?

Will my access system provide access 
through intellectual arrangement?

physical arrangement 
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How does the packaging of the materials 
effect arrangement/description (if at all)?

Will my access system provide access 
through intellectual arrangement?

Does my preservation environment require a 
physical arrangement?

physical arrangement 
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■ Identify the appropriate level of description for the materials

■ Gather information needed to identify the materials

■ Describing the materials and their arrangement

■ Describing the access and use conditions for the materials

■ Identifying and gathering administrative information about the 

materials

■ Gathering information about related materials

■ Creating access points for the materials

description
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extract technical metadata

Describes the technical processes used to produce, or 

required to use a digital object.

Can happen at various points in processing: as a function 

of  accessioning or during ingest to a preservation 

environment.
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Identification - what file format is this?

extract technical metadata
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Validation - is this file format valid?

extract technical metadata
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extract technical metadata
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Characterization - what are the salient 

properties of the file? 

extract technical metadata
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technical  

metadata

extracted with 

ExifTool
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access tools = EAD finding aids, MARC records

Collections Management Systems:

ArchivesSpace, AtoM, Archivists’ Toolkit, Archon

create access tools
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processing the Taconic Foundation:
accessioning 

58

- Digital records transferred via email – not recommended 
(issues with attachment size limits, etc.)

- Received directory print out listing the file hierarchy, plus 
metadata, of files in their original context



processing the Taconic Foundation:
accessioning (cont.)
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- Documented the transfer – accession record, transfer 
report

- Some digital materials came in with the paper:
- 3.5 floppies imaged using Kryoflux
- 9 DVDs, some with simple digital files (PDFs), others with video



processing the Taconic Foundation:
conservation and review
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- Imported files and 3.5 floppies into Forensic ToolKit 
(FTK)

- FTK allowed us to:
�search for PII 
�search for and identify restricted materials, 
�identify exact duplicate files
�basic arrangement
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Forensic ToolKit
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Forensic ToolKit
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Forensic ToolKit
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Forensic ToolKit
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ArchivesSpace
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processing the Taconic Foundation:
access



processing the Taconic Foundation:
access
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processing the Taconic Foundation:
AIP packaging
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Archivematica METS 
https://wiki.archivematica.org/METS



● Quick View Plus: 
www.avantstar.com/metro/home/Products/

● Treesize Pro: www.jam-software.com/treesize
● IrfanView: www.irfanview.com
● Disk Analyzer Pro: 

www.diskanalyzerpro.com

useful tools for reviewing materials

69



Identification:
● FITS: projects.iq.harvard.edu/fits
● FIDO: openpreservation.org/technology/products/fido/
● DROID: www.nationalarchives.gov.uk/information-

management/manage-information/policy-process/digital-continuity/file-
profiling-tool-droid/

● Siegfried: www.itforarchivists.com/siegfried
Characterization:
● Apache Tika: tika.apache.org/
● ExifTool: www.sno.phy.queensu.ca/~phil/exiftool/
● MediaInfo: mediaarea.net/en/MediaInfo

useful tools for extracting technical 
metadata 
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BitCurator
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■ Forensic disk imaging
■ Identification of private and individually 

identifying information
■ Export of technical and other metadata
■ Specifically for disk images



■ Describes 398 tools used for digital 
preservation activities 

■ Includes the POWRR Tool Grid to help select 
tools by lifecycle stage and file format type

COPTR: Community Owned Digital 
Preservation Tool Registry 
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COPTR: Fixity
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COPTR:
POWRR Tool Grid
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http://www.digipres.org/tools/



■ Arrangement and Description of Electronic 
Records – Parts 1 and II

■ Archival Collections Management 
Systems (webinar)

arrangement & description:
related DAS courses
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Additional Resources
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Daines, J. Gordon III, Trends in Archives Practice, Module 2: Processing Digital 
Records and Manuscripts. Society of American Archivists, 2013.

AIMS Born Digital Collections: An Inter-Institutional Model for Stewardship 
White Paper, 2009-2011. 
http://www.digitalcurationservices.org/aims/white-paper/

Trends in Archives Practices: Rights in the Digital Era. Society of American 
Archivists, 2015.

Brian F. Lavoie, The Open Archival Information System Reference Model: 
Introductory Guide (2nd ed). DPC Technology Watch Series Report 14-‐02. 
Digital Preservation Coalition (UK): 2014.  http://dx.doi.org/10.7207/twr14-02



Additional Resources (2)
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Describing Archives: A Content Standard, Second Edition (DACS).
http://www2.archivists.org/standards/DACS

National Digital Stewardship Alliance, Checking Your Digital Content: What is 
Fixity, and When Should I be Checking it?
http://www.digitalpreservation.gov/ndsa/working_groups/documents/NDSA-
Fixity-Guidance-Report-final100214.pdf

Digital Curation Google Group. https://groups.google.com/forum/#!forum/digital-
curation



Questions?

Sibyl Schaefer
sschaefer@ucsd.edu

Creative Commons images courtesy of:
www.digitalbevaring.dk


